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EHHIEBRENEIR - RAEREEIER ( Signature-based ) B im itk
Hll - SIRIRSRBABH DS - SRANENAHBEREANR - OB RERNE
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S9N - BEEHHENDFE D ( Sandbox Analysis ) & APT ( Advanced
Threat Persistent ) Bi:EINEE - T EERELFEBSHESEBHNEZ S -
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38 SPF &RsE - HERE1E HiNet BREBFFH LRYE
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BT 24 NEAEFETEN - DIESETEEEEARUURE -
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PEEEHEBESAT HE
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BELENAUIIE HiNet - ELURBLEMN SR ABILESR T - Bl sEBANRE -
BEESNEESHFEL - ILARITRIFEERE ( Account Takeover Attack ) - B #
BEEEN HiNet WIERHRERE - BOHREZEN HiNet BRFHNHREH -
BEBERTHIX MM RBRETUHASREHE & AT REE
RISMNERAEIL - + B 5 EERER -

2. EFHNRMAIEINE R BREMKERAER

QOutstanding INV-93461-1-S0-93461

utaka Ujiro
=
L

3 Scan_0091.pdf FEHELURZ POF XK  ERLEFHREGNE R
0 RAER1E - FEEEEIZIRMA DML -

Hi Sir,
Please kindly note that the attached invoice is expired 12.12.2020. Kindly advice.
Thank you for your business - we appreciate it very much.

Regards,

Yutaka Ujiro

Tel +81(052)908-4804

Cell +81(080)4831-8056
Loccioni Japan Co., Ltd | Nagoya | @ » F7F -~ = - ¥ vri-fiatt

(B 6. #h%Ak PDF 1ERIE A ]

MFRELZRWEIRTT B e BUTEUNEFAES BAMTIN2EEEZH -
HNEGEHEARMBRIEHPRMEER URL &4 - IREHEHHEBRER
a8 MEATONERBME IO FERME - MEEFILR FAEERER
L oREFHMAREMS - B 6 2—HREHAEENBHEN  FEZ B
REHMIN—{E PDF 1% - (BER LE2%A URL BZENER - EHEMER &
BrEERHELL Microsoft 365 WE AR - FELIBREVIRSRZS -




Openfind.

7 2N AERNFE - WEER Excel B RMMEGSHERE - #ERERI
BZ Excel X —BEEHERHE miZHRERRMA - WHRKNEBEEFAE
HHEERXAREMNE ) ISR - IERBEMERFERE  BRahk
RRMBRHBINREN FEEAZEEEENRELASARBIELEAILA
@ ZFeER X LE - IS - RZEHNIRBERBES " Re:new Order, -
TEBEWAERRHZE —HBEERE - BLUREERD -

Renew Order | RIREREHE - LRAZBERAENS

‘ SEE |G 2mEE | o 8% ||
s ' 2020/11/5 (BIT) £ 11:09

Good Morning,

I'm contacting you from TESCO PLC. A general merchandise company with Headquarters located in the UK.
My colleague Charles was in contact with your company on Jan-23 before the COVID-19 outbreak.

Please let me know if you accept this attached new orders.
Also, Kindly advise your ETD of the order

Best regards.

MARTINA LUIS

Overseas Purchase Manager.
Phone: +44 1991 632237
Mobile: +44 1939 644101

Tesco House, Shire Park, Kestrel Way,
Welwyn Ga_rden City, AL7 1GA UK.

B 14066_10-22-20 xtsx FBLERZE Excel Xt - ER EEFHRELENER
R g E5IHNAAOMIE -
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3. REERREFEEZBRER MAMEREITE
Re: SWIFT | RIREREBWAE - LIBE2EERHIEH

° accounts SeEE | 5 eHeE ‘ v RE ‘

WfrE 2020/10/5 (—) T4 10:55

MT103 Single Customer Credit Transfer
Basic Header F 01 ISBKIRISAXXX ISN
Application Header I 103 MRMDUS33XXXX
User Header 108 : 17000001/NY0

TRN 20 : 105%RT702063

Bank Cperation Code 23 B : CRED

—_ FEEPDF X BEREEFAREGZMNER
D i %% . &48H OneDrive TEHFESE

[ swift copy_MT103... '

Thanks & Regards,

Onella Narangoda

Account Payable / Operations Manager.
Naif Road Branch

Al Fardan Exchange Centre LLC

[[E 8. A OneDrive &iBmaEHHI]

RBER FHRBEZEINMZZRERS - BRERBSEMERE Dropbox
OneDrive £EInfi#% - HELR2EEMFEFEBAESINE HERREBHSH
fheRiE - e ARAREMENTRREN  —Bh5E51EFHE - WEBE
MOZUDE URL E4 - BEREFHHERRN  BR/ELEBNERZN -
BREHI—XBHLZEME - G OneDrive & Dropbox SR ELA R AR
ZE - [B 8 2 OSecure FIFEIHMEN - EHRABEERELEREREE R
miE4 K PDF EER 2B R - MBEZHEEE OneDrive Elm iR N &R
FiE - WRFZVARESAERFEFEBBRBER 2 - EHFEZ T M
malhEs - BAKD 2B APT FEMRHEHH ISR JENKE -
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4., HEAKRERSH Office X - BMEIANKIAETT
RE: New Order (PO Ref: 101002020) | FiFRERE N HE - LIARSERMENH

ZIEj /A St A THEl ‘ © BE ‘ © 2HEEE | > B8 ‘
W= 2020/9/10 (3E0F) T+F 03:33

D &MEBRLEBEPSHENITHE «

| Sl O | py Trojan AR Office X

Good Morning,
We didn't receive any reply from you, to our previous email.
Please find enclosed again, the copy of our PO for this month.

Kindly acknowledge the receipt & provide us with the Pl to arrange Payment .

Awaiting your response. %EE%EEQW@ ' %ﬁgu&#%%ﬁgﬂﬁ:l‘ﬁﬁ

Thank you.

[B 9. A= Trojan REREAWBEHEH]

9 BIFRHARNRBEEER - Bt - WBEFNHEHRERSEWAERER

3]
B WREHARXBEWHERR ENEREN - E—DRAEWNHEREN
& - EAS Trojan AFEEFRY Office X - —BEMZERR Office Xt
ZWEARPIREL - BERSEZFUBAEEENR - ERER—REMAER
& Office BRRBEZREENE - AMELED - BER E Office X Y XE
REBZI - BomREE  MITEMNET  WEEUEHAZEEULENE

ZHR - TREELERERZREEZER
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5. RRSBEEAMZEREE - DUEBmEE
DONGFANGQIANG 2012S B/L SNLAQDTL195637 ISSUE O/BL AT KEELUNG
g wanghw@sinolines.com <vanzari2@citgrup.ro> S BEE | ©230E ‘ - ma :‘
= 2020/10/30 (BF) +F 09:45
MERBEEFHEEFMU AR -

¥ Docl503zip
l 110K8B

v

ARSI ZIP BAEEWmME - LIRS Anti-Virus 151 -

Archive pass: 700

Dear Ski,

DONG FANG QIANG V.2012S B/L SNLAQDTL195637 ETD TAO: 12, JUN, 2020
RENES GRERIERIZR, B OH5E. DR TEKEELUNGS & IEAIR I,
g

.RGDS
WANG HONG WEI
SINOTRANS CONTAINER LINES CO..LTD

(B 10. MN&EFSE]

10 27 2020 & 10 BHE - MailCloud FLFESREE DT 0 EI B FRIR
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2. OSecure EPEE ERhEHET
OSecure PSR ERREMRET
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® X% Cyren RPD ( Recurrent Pattern Detection ) $1ilf ( EBIZEF#1fT U.S.
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o EBIRFEMEIKEEZIBEE (Threat Intelligence ) 82& IP firtlt ~ URL 345
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